
 

 

  

Extending Access Control to the Cloud 

Organizations are consuming software-as-a-service (SaaS) applications at an 

exponential rate. While the advantages of SaaS applications are great, so are the 

potential pitfalls of unauthorized access. As these applications become increasingly 

popular, an affordable, manageable solution that oversees and controls user access  

to SaaS-hosted information becomes more crucial. Security, compliance reporting and 

ease of access are all issues at the top of the list of concerns, and organizations must 

handle these correctly. Unless they consider complexity when evaluating how 

authorized access is secured, they’ll settle for a solution that’s incomplete, insecure 

and requires manual intervention. 
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Organizations Are Addicted to SaaS 

Cloud computing has brought a new paradigm into the marketplace. IT budgets remain static and 

business units are becoming the budget drivers. Often, capital spending is the first expense that 

organizations defer, delaying new business models that would enable both business units and IT to work 

more efficiently. Thus, organizations are embracing a new way of consuming applications: software as a 

service (SaaS).  

Using SaaS applications, your organization can forego the upfront costs typical of new deployments and 

move fast in a way that is simply not possible with traditional applications. In addition, SaaS provides 

three major benefits over the traditional way of purchasing software:  

 SaaS applications are hosted in the cloud and accessible from anywhere. 

 Mobile access is readily available.  

 IT isn’t tasked with update projects to get the latest features or fixes—the applications are always 

up to date. 

With these clear advantages, it’s no wonder that the SaaS market is growing at an astounding rate. In 

2011 it reached $21.2 billion, and is projected to grow to $132.5 billion by 2020
1
. Gartner anticipates the 

fastest growth rates by 2016
2
. 

The Risks of Cloud Computing 
 
As business users happily consume SaaS applications, they are introducing new risks to their 

organization. Of the top ten concerns that IT has about using SaaS applications, the top three deal with 

security
3
. 

Beyond the legal and financial risk that breaches cause, managing the publicity they create can be a 

nightmare. Remember these headlines? 

 ―Citi credit card security breach discovered‖ – CNNMoney, June 9, 2011 

 ―Google reveals data security breach on Gmail‖ – Cryptzone, June 2, 2011 

 ―Sony Freezes 93,000 Online Accounts After Security Breach‖ – Forbes, October 12, 

2011 

 ―IMF hit by 'very major' cyber security attack‖ – BBC, June 12, 2011 

 ―Devastating Military Security Breach Exposed Combat Data‖ – eSecurityPlanet.com, 

Aug 2010 

 ―Lockheed Martin Hit By Security Breach‖ – Wall Street Journal, May 27, 2011 

 ―LinkedIn's reputation takes a hit after security breach‖ – Calgary Herald, June 9, 2012 

                                                      
1
  Forrester Research Inc. 2011 

2
  Gartner Forecast: Public Cloud Services, Worldwide and Regions, Industry Sectors, 2010-2015, 2011 Update 

3
  The Aberdeen Group, 2011 
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Keeping sensitive corporate data and intellectual property secure is vital to any organization. 

From marketing plans and strategies to product line secrets to customer information, 

organizations must be able to access data on a daily basis, yet secure it from competitors and 

cyber-terrorist attacks. 

Is your information regulated? If you work in a regulated industry such as finance, insurance, energy  

or healthcare, you must be able to demonstrate compliance with specific mandates that govern how the 

industry controls access to information. Now that IT has conquered these requirements for your on-

premises applications, it needs this same level of control for cloud applications. On the premises, your  

IT organization has processes in place to ensure that only the right people have access, and that it can 

monitor this access. To stay compliant, IT needs to extend these same controls and reporting capabilities 

to include business information out in the cloud. Separate infrastructures outside of existing processes 

aren’t reliable or efficient.  

Does your control extend beyond your boundaries? Measuring SaaS consumption can be difficult. 

Departments and lines of business often consume SaaS applications as a series of tactical decisions that 

evolve over time rather than as top-down directives. And when SaaS consumption is tactical, business 

users often don’t involve IT; rather, they commonly enroll their business administrator to keep accounts 

up to date. This one-off approach is ad hoc and manual. On-boarding new employees can stymie access 

to the applications; and, when employees change roles or leave the company, failure to de-provision 

them accordingly leaves open the possibility that they will become rogue users. The question is: Who is 

responsible for securing access? Is IT ultimately going to be held responsible for security and access 

compliance? And how confident are you that no rogue users have access to your organization’s private 

information in the cloud? 

Most organizations use Active Directory as the central repository of their employees’ identities. From 

there, IT commonly has efficient processes that on- and off-board employees, controlling access 

automatically based on need and role. The business drivers that justified control of private information  

on-premises are the same drivers that justify control of this information in the cloud. Otherwise, your 

organization is at risk. 

Is your user’s cloud experience simple? Years ago, IT figured out that simplicity and ease of use was 

a key to security. When accessing secured information or applications is complicated or remembering 

complex passwords  is difficult, users engineer their own shortcuts, such as putting Post-it notes on their 

monitors to keep track of them. Thus, single sign-on was born. It gives users a simple and fast way to 

access their applications and information while at the same time increasing the security of their 

applications. Where are you with single sign-on for your cloud applications? Have Post-it notes crept  

back into the office? 

Controlling Risks in the Cloud 
 
The low barriers to their consumption as well as the business agility that SaaS-based applications provide 

ensure that they’re here to stay; so, the question becomes this: How does IT adapt? IT must secure 

company secrets and customer information as well as any regulated data the organization might have. 

Following is a list of the primary capabilities applicable to most environments. 
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Control access to resources that you don’t control. To ensure that customer and corporate data is 

secure, you must extend access management beyond corporate boundaries. IT needs to take control  

of user access in the cloud the same way it has evolved its processes for your internal applications. And 

because employees are increasingly using their personal mobile devices to conduct business, IT’s access 

management reach needs to include these devices as well. 

The key to keeping your corporate credentials safe is to keep them within your control and protection—

never in the cloud. Solutions that replicate user credentials off-premises increase the risk to your 

information and ultimately to your business. Similarly, the most secure solutions won’t let users put 

corporate credentials in the cloud. 

Extend your internally automated processes out into the cloud. IT has spent many years developing 

the right processes for managing your environment. For example, today it’s common for organizations to 

have a set of policies and processes in place for their enterprise directories, which are frequently Active 

Directory implementations. From there, IT may have connections to other identity stores within the 

business that control access to resources and applications based on the employee’s role within the 

organization. These connections are synchronization points that automate access control.  

IT’s processes for controlling access to cloud-hosted applications need to be just as automated as  

its internal access processes. The most secure approach to controlling authorized access to SaaS 

applications is to extend IT’s existing processes to include cloud-hosted applications. This approach  

also preserves IT’s current investment. 

Keep workarounds at bay. Unless you extend your single sign-on capabilities out to your SaaS 

applications, you’ll find unsecure authentication practices creeping back into your organization. Once 

again, users will store their passwords on notepads or Post-it notes, or in unsecure text files. Keeping 

passwords centralized in your secure identity vault is just as important as keeping your credentials out of 

the cloud. Single sign-on is the key. It ensures that the user authentication process is simple and doesn’t 

require users to remember additional sets of passwords. Security is maintained, and the user experience 

is enhanced as well. 

Single sign-on solutions done right don’t simply pass the user’s credentials out to the cloud; rather, 

credentials are kept on the premises and in your control. Although the user experience is simple, behind 

the scenes the authentication gateway uses unique computer-generated credentials to authenticate to the 

cloud applications. Not only are secret credentials secret, but the solution controls users’ access behavior 

by requiring them to access the cloud through the gateway.  

Report and audit. Depending on the type of applications and information your organization is keeping in 

the cloud, you may need the same level of auditing and reporting for your SaaS environments that you 

have for your internal applications. Key metrics to track include who has access privileges, who has 

actually accessed the applications, and when they did so. For regulated information, demonstrating 

compliance is as important as compliance itself.  

Adoption “Must Haves” 
 
It better be fast to implement. Because your personnel are spread across broader sets of technologies, 

IT often won’t adopt solutions that are difficult to deploy. You can deploy well-designed appliances that 

take advantage of today’s virtualization technologies in just days or weeks because you can bypass the 

installation process and configuration is simplified. So while traditional data center projects may have 

taken months, the right solution needs to be up-and-running in days.  
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Maintenance can’t be heavy. IT budgets are stagnant at best and in many cases may even be 

shrinking, so management solutions that are complex or expensive to update and maintain don’t fit. The 

best solutions provide update workflows to the administrators, and auto-update, with rollback, once these 

are approved. 

Selecting a Solution 
 
Finally, as important as the tools that you select to manage your access to SaaS applications are, 

selecting the proper vendor is equally important. Here are a few things to keep in mind when making  

a vendor selection. 

 Credibility. What is the vendor’s reputation in the marketplace? How satisfied are other clients 

with its support and services? If its reputation is suspect, or it is too new in the industry to have 

effectively built a reputation, exercise additional caution in the selection process. 

 Vision for the future. What is the vendor’s vision? Is it playing follow the leader or is it the 

leader? Does its vision line up with yours?  

 Industry leadership and track record. What is the vendor’s history? Has it been an innovator in 

the markets it serves? Has it shown that the cloud and SaaS market is a key area of focus, or is it 

just an afterthought?  

 Demonstrated performance. Again, how do the vendor’s existing clients rate its performance? 

How knowledgeable are its engineers and support staff? Have they successfully implemented 

solutions very similar to yours at other locations? 

As the use of SaaS applications accelerates, selecting the right products that are supported by the right 

company has never been more important. Proper research, planning and partner selection will ensure 

your organization’s success for years to come. 

Focusing on Your Success 
 
NetIQ engages with each organization to fully understand its challenges and pain points at the beginning. 

Its proven track record of delivering IT solutions that address ongoing change, complexity and risk—in 

organizations like yours—is ultimately what allows you to regain control over these obstacles and deliver 

business services successfully. 

NetIQ’s commitment to delivering exceptional customer service and innovative solutions, coupled with 

being easy to work with, is at the center of every deployment. That’s how NetIQ is able to support the 

tactical and strategic business requirements of its customers and partners.  

NetIQ Can Help You Succeed 

With innovative solutions, quality products, and exceptional service, NetIQ supports the tactical and 

strategic business requirements of its customers. Our goals are customer success and long-term 

customer loyalty. Our corporate culture and processes provides customers with a positive experience that 

make NetIQ easy to do business with. 

NetIQ is larger than the point solution vendors so we have the resources they don't, but we're not so large 

that you get lost in the crowd. We respond to customer needs quickly and directly.
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About NetIQ 

NetIQ is a global, IT enterprise software company with relentless focus on customer success. Customers 
and partners choose NetIQ to cost-effectively tackle information protection challenges and manage the 
complexity of dynamic, highly-distributed business applications. 
 
Our portfolio includes scalable, automated solutions for Identity, Security and Governance and IT 
Operations Management that help organizations securely deliver, measure, and manage computing 
services across physical, virtual, and cloud computing environments. These solutions and our practical, 
customer-focused approach to solving persistent IT challenges ensure organizations are able to reduce 
cost, complexity and risk. 
 
To learn more about our industry-acclaimed software solutions, visit www.netiq.com 
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