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You’ve tried a managed security service 
provider in the past, and the service  
just wasn’t what you were expecting. 
With nearly two decades of service 
delivery experience, NTT Security 
developed Enterprise Security Program 
Services (ESPS) to ensure the Managed 
Security Services (MSS) are aligned 
to your risk, security and compliance 
programs and meet your service 
expectations—and that they stay  
that way. It’s MSS done right.

MSS provided by NTT Security are designed 
for global enterprise clients with business-
specific security objectives. NTT Security 
provides optimized MSS through ESPS, 
to enhance the core MSS offering and 
comprehensively mature your security 
program over time.

Why is ESPS critical to MSS success?

Proactive engagement management 
Designing and implementing MSS services 
can be daunting in a global organization.  
Our ESPS clients appreciate having a  
CSO-level advocate (the Enterprise Program 
Manager) to oversee the engagement and 
act on their behalf with the MSS operational 
teams. The Enterprise Program Manager 
works with a Senior Security Architect to 
manage the technical aspects of the MSS 
partnership. A Senior Project Manager is also 
available to facilitate between NTT Security 
and your organization. NTT Security provides 
a world-class team dedicated to making  
you successful.

True customer satisfaction 
In a service industry, providers and 
clients often find themselves ruled by 
SLAs. A service that meets all of its SLA 
commitments, yet fails to deliver real value, 
leaves the client unsatisfied. ESPS allows  
NTT Security to define success criteria 
that are meaningful to your business. 
Planning and preparing for success reduces 
inefficiency, eliminates missed expectations, 
and results in happy clients.

Ongoing maturation of your security 
program
With assessment, planning, design 
 and guidance from NTT Security’s ESPS, 
you will see your security program mature 
and improve over time, while meeting 
the changing business needs of your 
organization. Acquisitions, divestitures, 
emerging markets and digital transformation 
all provide an opportunity to grow and 
improve business results. By working 
with NTT Security, you’ll have a team that 
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understands both where you are  
currently and what you want to achieve. 
Your organization can grow and improve 
business results, remaining as secure as 
possible along the way.

NTT Security’s ESPS provides:
Ownership/ongoing guidance – an 
executive-level team outside the operational 
MSS teams, shares ownership of the MSS 
engagement with the client. This team 
is available for the duration of your MSS 
engagement and supports you in adopting 
Managed Security Services that are right for 
your organization. 

Preparation – assessment of your resources 
ensures you have the necessary foundations 
in place to fully benefit from our Global 
Enterprise Security Monitoring or Managed 
SIEM Service. NTT Security will validate and 
suggest enhancements to your infrastructure 
to provide the visibility you need to detect 
and protect against advanced threats.

Figure 1: Traditional MSS focuses mainly on implementation and core service delivery. ESPS adds value by providing 
a range of customizable services aligned with your security program.
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ESPS optimizes the security value  
of MSS
• An experienced, knowledgeable 

executive-level team
• An ongoing process of continuous 

maturation
• Services tailored for your specific 

needs
• Works with your program, your team 

and your processes
• Access to highly experienced security 

experts with a wide range of skills
• Works as part of an integrated 

security strategy and infrastructure
• MSS that adapts to your evolving 

requirements

NTT Security MSS provides ultimate 
flexibility
• 24/7 security monitoring and 

management
• Protection of your assets regardless 

of where they reside (in the cloud, 
data center or on-premise)

• Service and operational levels to suit 
your business model

• Scalable and globally consistent to 
actively manage risk and information 
security on a worldwide basis

MSS brings wider NTT Group benefits 
to provide unique capabilities for risk 
mitigation
• USD 2 billion invested annually in 

global R&D activities to respond to 
the changing threat environment

• Large resource base of certified 
security experts 

• The NTT Global Threat Intelligence 
Platform delivers powerful threat 
intelligence by scanning the global 
landscape, creating the threat feeds 
and signatures used by our analysis 
engines and sharing these findings 
with our clients.

Figure 2: NTT Security’s ESPS sample pre-defined activities can be customized to meet the specific needs of  
your business.

Sample Activity Purpose

Onsite Planning and Design
Capture strategic objectives and key information assets, and 
establish a program roadmap. 

Security Architecture 
Assessment

Evaluate network topology, build log collection architecture and 
define the requirement-driven cases to meet business  
objectives.

Implementation & Service 
Delivery

Execute and deliver technical components, along with developing 
service operation processes. A dedicated project manager is 
assigned for planning, reporting and communications.

Tailored Advanced Analytics 
Enhancements

Recurring review and gap analysis of MSS operations tune 
performance and drive value throughout the life of the contract.

Security Program Guidance

Define the program target state and agree concrete steps to 
reach maturity. Five key areas—Program Planning, Infrastructure, 
Operations, Response and Reporting—are considered in the  
final analysis.

Executive Briefings & Account 
Reviews

Conduct on-site quarterly account project reviews and semi-
annual executive briefings during the engagement and for a 
specified period following conclusion of implementation.

About NTT Security
NTT Security is the specialized security company of NTT Group. With embedded security we enable Group companies (Dimension Data,  
NTT Communications and NTT DATA) to deliver resilient business solutions for clients’ digital transformation needs. NTT Security has 10 SOCs, 
seven R&D centers, over 1,500 security experts and handles hundreds of thousands of security incidents annually across six continents.

NTT Security ensures that resources are used effectively by delivering the right mix of consulting and managed services for NTT Group 
companies – making best use of local resources and leveraging our global capabilities. NTT Security is part of the NTT Group (Nippon Telegraph 
and Telephone Corporation), one of the largest ICT companies in the world. Visit nttsecurity.com to learn more.

Alignment – your security program is 
unique. NTT Security will align the MSS 
with your identified risks, threats, teams 
and processes to provide a customized 
service that will maximize detection and 
preventative capabilities within your 
organization.  

Integration – a key part of any high-
performing security program is the ability 
to communicate effectively to business 
stakeholders. NTT Security tailors the MSS 
dashboards, deliverables and reporting, as 
well as providing executive briefings and 
account reviews to communicate the value 
of your security program to executives and 
other stakeholders.

NTT Security ESPS Sample Activities


