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EXECUTIVE SUMMARY

FEATURE ARTICLE 

Dialing up Deception: The New Vishing Scam
While vishing accounts for less than 1 percent 
of total phishing-type attacks, it remains a very 
real threat, as evidenced by its recent evolution. 
Vishing scams, traditionally believed to originate 
from an inbound call, are now being deployed 
in reverse. Instead of the fraudster calling out 
to the victim, through “reverse vishing,” the 
victim calls out to the fraudster. This article 
examines how fraudsters are poisoning a variety 
of websites, online forums and social media 
platforms with fraudulent phone numbers to 
redirect legitimate customers to divulge personal 
information and offers tips for what consumers 
can do to protect themselves against this 
emerging scam.

The RSA® Quarterly Fraud Report contains fraud attack and consumer fraud data and 
analysis from the RSA Fraud and Risk Intelligence team. It represents a snapshot of 
the cyber fraud environment, providing actionable intelligence to consumer-facing 
organizations of all sizes and types to enable more effective digital risk management.

RSA-OBSERVED FRAUD ATTACK AND CONSUMER TRENDS
For the period starting July 1, 2018, and ending September 30, 2018, RSA  
observed several global fraud trends across attack vectors and digital channels.  
The highlights include:

Phishing accounted for 50 percent of all fraud attacks observed by 
RSA in Q3. Canada, the United States, and the Netherlands were the 
top three countries most targeted by phishing and represented 69 
percent of total attack volume.

One in nine phishing attacks targeted organizations in Latin America.

RSA detected 9,329 rogue apps which accounted for one-quarter of 
all fraud attacks in Q3. 

Fraud from mobile browsers and mobile applications increased in Q3 
2018 and represented 73 percent of total fraud transactions. Year 
over year, fraud from mobile applications increased 27 percent.

RSA recovered nearly 5.5 million unique compromised cards in Q3, 
an 8 percent increase from the previous quarter. 
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FRAUD ATTACK TRENDS: Q3 2018
Phishing and malware-based attacks are the most prolific online fraud tactics 
developed over the past decade. Phishing attacks not only enable online 
financial fraud but these sneaky threats chip away at our sense of security as 
they get better at mimicking legitimate links, messages, accounts, individuals 
and sites. Automated fraud comes in the form of the various active banking 
Trojan horse malware families in the wild today; these malicious programs do 
their work quietly and often without detection until it is too late.

By tracking and reporting the volume and regional distribution of these fraud 
threats, RSA hopes to contribute to the ongoing work of making consumers 
and organizations more aware of the current state of cybercrime and fueling 
the conversation about combating it more effectively.



RSA QUARTERLY FRAUD REPORT Q3 2018  |  5

Fraud Attack Trends: Q3 2018 
Fraud Attack Type Distribution
In the third quarter of 2018, RSA detected 38,196 total fraud attacks worldwide. Phishing attacks accounted 
for 50 percent of all observed fraud attacks, and overall phishing volume increased 70 percent from Q2. It 
is not unusual to see a spike in phishing attacks during the third quarter as fraudsters seek to harvest fresh 
credentials to commit fraud during Cyber Monday and holiday shopping. Attacks involving financial malware 
dropped from 16 percent last quarter to 12 percent in Q3.  RSA detected 9,329 rogue mobile applications, 
representing 24 percent of total fraud attacks.  

50%
Phishing

14%
Brand Abuse

12%
Trojan Horse

2%
Rogue Mobile Apps

FRAUD ATTACK GLOSSARY
Phishing  
Cyber attacks attempting to steal personal 
information from unwitting end-users under 
false pretenses either by email, phone call 
(vishing) or SMS text (smishing).

Trojan Horse  
Stealthy malware installed under false pretenses, 
attempting to steal personal user information. 

Brand Abuse 
Online content, such as social media, that 
misuses an organization’s brand with the 
purpose of misleading users.

Mobile Application Fraud  
Mobile applications using an organization’s brand 
without permission. 

IN Q3 2018,
RSA identified 

9,329
ROGUE MOBILE 

APPLICATIONS
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Fraud Attack Trends: Q3 2018 
Top Phishing Target and Hosting Countries

PHISHING TARGETS 
Canada, the United States and the Netherlands remain the top three countries 
targeted by phishing for the second quarter in a row, representing 69 percent of 
total attack volume. One in nine phishing attacks targeted organizations in Latin 
America in Q3.

PHISHING HOSTS
In Q3, we saw Australia drop from the top 10 hosting countries list and China get 
back on the list, although only a small fraction of overall phishing attacks were 
hosted there (less than 2 percent). The United States remains the top country, 
hosting 48 percent of phishing attacks last quarter.

TARGET COUNTRIES

1. Canada 52%

2. United States 9%

3. Netherlands 8%

4. India 7%

5. Spain 6%

6. Colombia 4%

7. Brazil 3%

8. Mexico 2%

9. Peru 2%

10. South Africa 1%

11. All others 6%

HOSTING COUNTRIES

1. United States

2. India

3. Russia

4. Canada

5. Netherlands

6. Germany

7. France

8. Malaysia

9. Italy

10. China
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CONSUMER FRAUD TRENDS: Q3 2018
The RSA Fraud and Risk Intelligence team analyzes consumer 
fraud data and informs the security and risk-management 
decisions for major organizations while serving the public 
interest by identifying, preventing and reducing financial 
cyber fraud attacks on consumers. Observing consumer fraud 
trends over time can support decision-makers on how to 
build or refine their omnichannel fraud prevention strategy 
and which channels are more vulnerable to fraud attacks. 

These data points are intended to broadly frame the current 
consumer fraud atmosphere, and identify relevant trends, by 
tracking broad indicators of online fraud across both financial 
and e-commerce focus areas.  
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Consumer Fraud Trends: Q3 2018 
Transaction and Fraud Transaction Distribution by Channel

FRAUD TRANSACTION METHOD
In Q3, mobile application and mobile browser transactions made up 73 percent of 
overall fraud transactions, up from 71 percent last quarter. Year over year, fraud 
transactions from mobile applications increased 27 percent, showing the growing 
preference among fraudsters to initiate unauthorized transactions through  
this channel.

2015
Q3

2015
Q4

2016
Q1

2016
Q2

2016
Q3

2016
Q4

2017
Q1

2017
Q2

2017
Q3

2017
Q4

2018
Q1

2018
Q2

2018
Q3

22%

21%

57%

27%

17%

56%

23%

22%

55%

30%

16%

54%

32%

15%

52%

31%

15%

54%

31%

15%

54%

32%

17%

51%

33%

20%

47%

34%

21%

45%

34%

21%

45%

34%

21%

45%

35%

21%

44%

Web Mobile Browser Mobile App

2015
Q3

2015
Q4

2016
Q1

2016
Q2

2016
Q3

2016
Q4

2017
Q1

2017
Q2

2017
Q3

2017
Q4

2018
Q1

11%

42%

47%

16%

45%

39%

18%

42%

40%

18%

37%

45%

17%

37%

45%

15%

39%

45%

24%

36%

39%

25%

36%

39%

29%

36%

35%

36%

32%

32%

39%

26%

35%

2018
Q2

40%

31%

29%

2018
Q3

37%

36%

27%

Web Mobile Browser Mobile App

TRANSACTION METHOD
In the third quarter of 2018, mobile browsers and applications accounted for 55 
percent of overall transactions observed by RSA, representing an insignificant 
change in channel distribution from the previous quarter. For more than a year, 
mobile usage exceeds 50 percent of total transactions.

Source: RSA Fraud & Risk Intelligence Service, July 2015-September 2018
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Consumer Fraud Trends: Q3 2018 
Average Credit Card Transaction and Fraud Transaction Values
(E-Commerce, by Region)

The average value of a fraudulent transaction will likely always be higher 
than that of a genuine transaction, since fraudsters regularly use stolen 
credit cards to make quick, high-value purchases, as these goods are 
easy to resell for a profit. There are, however, insights to be gained in the 
differences between the spending levels related to genuine and fraud 
transactions.

In the third quarter, the most drastic difference between the value of 
genuine and fraud transactions was observed in Europe, where the average 
value of a fraudulent transaction was $420, a 90 percent difference than 
the average genuine transaction and a 7 percent increase in the average 
fraud transaction value. 

In anticipation of Cyber Monday and holiday shopping, it will be interesting 
to note in Q4 whether the average fraud transaction value increases or 
decreases in any significant manner.
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Transaction Value Fraud Transaction Value

$316$355

$403
$420

$173$177
$221

$160

EUROPEAN
UNION AMERICAS UK AUSTRALIA/

NEW ZEALAND

Source: RSA Fraud & Risk Intelligence Service, July 2018-September 2018

REGION TRANSACTION VALUE FRAUD TRANSACTION VALUE DIFFERENCE $ DIFFERENCE %

European Union $160 $420 $260 +90%
Americas $221 $403 $182 +58%
UK $177 $355 $178 +67%
Australia/New Zealand $173 $316 $143 +58%
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Consumer Fraud Trends: Q3 2018 

New Account/
New Device

Trusted Account/
Trusted Device

Trusted Account/
New Device

New Account/
New Device

Trusted Account/
Trusted Device

Trusted Account/
New Device

New Account/
New Device

Trusted Account/
Trusted Device

Trusted Account/
New Device

E-COMMERCE PAYMENT ONLINE BANKING LOGIN ONLINE BANKING PAYMENT

NEW ACCOUNT: Account Age <  1D
TRUSTED ACCOUNT: Account Age >= 90D

NEW DEVICE: Account-Device Age <  1D
TRUSTED DEVICE: Account-Device Age >= 90D

% of fraud value% of transaction volume

4.8

19.5

39.8

2.5

37.0

62.1

32.0

13.0

34.1

4.1
0.4% 0.4%

6%

18%

39%

6%

37%

57%

34%

0.5%

82%

10%

5%

22%

0.4%

31%

88%

14%

4%

25%

Device Age vs. Account Age
ANALYSIS
“Device Age” refers to how long the RSA Fraud 
Platform has “known” or “trusted” a given device 
(laptop, smartphone, etc.). “Account Age” refers 
to how long the RSA Fraud Platform has “known” 
or “trusted” a given account (login, etc.). This data 
demonstrates the importance of accurate device 
identification to minimize false positives and 
customer friction during a login or transaction event.  

E-COMMERCE
In the third quarter, 73 percent of card-not-present 
(CNP) fraud transactions originated from a new device, 
a decrease from 80 percent in Q2. Fifty-seven percent 
of CNP fraud transaction values originated from a 
trusted account and a new device, which is indicative 
of account-takeover or password-guessing attacks 
where fraudsters could be attempting transactions 
from the same device across multiple merchants.

ONLINE BANKING: LOGIN
While only half of a percent of legitimate logins were 
attempted from a combination of a new account and 
a new device, this scenario accounted for 34 percent 
of total fraud volume observed in Q3. This same 
pattern was also witnessed in the first half of 2018 
and indicates fraudsters attempting to leverage stolen 
identities to create mule accounts as part of the “cash-
out” process. For organizations, new account protection 
is a high-risk scenario and the right level of security 
measures should be put in place to mitigate that risk. 

Source: RSA Fraud & Risk Intelligence Service, July 2018-September 2018

ONLINE BANKING: PAYMENT
Similar to fraud patterns at login, only 0.4 percent of 
legitimate payment transactions are attempted from a 
new account and a new device, yet this combination 
makes up 31 percent of total fraud values, an increase 
from 27 percent last quarter and from 22 percent in 
Q1. That means since the start of 2018, we witnessed 
an increase of 71 percent in the portion of fraudulent 
transactions that originated from a new account and 
new devices as a part of overall transaction volume.  

Almost 15 percent of fraud originates from a known/
trusted account and device, a decrease from 27 
percent in the second quarter. Fraud from a trusted 
account and device typically indicates financial malware 
may be involved in the transaction. The decrease is 
likely attributed to the same decrease in overall fraud 
attacks by financial malware observed by RSA in Q3.
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ANALYSIS
In Q3 2018, RSA recovered nearly 5.5 million unique compromised cards and card previews from reliable 
online fraud stores and other sources. This represents an 8 percent increase in cards recovered by RSA from 
the previous quarter. As we head into the holiday season, it is likely that we will see an influx of compromised 
cards for sale as fraudsters look to take advantage of peak shopping times where there is a greater chance 
they will go undetected.  
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Compromised Credit Cards Discovered/Recovered by RSA

Source: RSA Fraud & Risk Intelligence Service, July 2018-September 2018
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FEATURE ARTICLE

Dialing up Deception: The New Vishing Scam
Fraud, as a concept, is only slightly younger than the concept of a promise, and 
the advent of monetary and electronic advances in the past 100 or so years 
has only encouraged the practice and evolution of fraud tactics. Phishing is no 
exception. Representing 50 percent of all cyber attacks, phishing continues to 
play out worldwide, combining known electronic fraud tactics and alternate 
forms of deployment.

Vishing, or voice phishing, is a phishing attack where fraudsters use the 
telephone to misrepresent their affiliation or authority in the hope that victims 
will reveal credentials or other personal information for further compromise. 
Normally, vishing actors obtain the personal information of the victim, including 
their phone number, and initiate an unsolicited call claiming to be from an 
organization the victim trusts, such as a bank, government agency, or other 
service provider. Victims, often unaware that fraudsters can use tactics such 
as caller ID spoofing, are more likely to be socially engineered by the personal 
touch of a human voice than an impersonal touch of an email.

Caller ID spoofing is a common fraud-as-a-service offering in the dark web. The 
service allows fraudsters to spoof their phone number in a variety of scenarios, 
such as calling a potential victim to try and extract personal information. 
Caller ID spoofing makes it appear as though they are calling from a legitimate 
business, such as the customer’s bank. There are services offered by fraudsters 

in the black market to teach the practice as well as actual caller ID spoofing 
websites that one can simply pay for the service and use. In a forum chat below, 
a fraudster offers to teach “would-be” fraudsters the art of caller ID spoofing for 
$250 and states success rates are 95 percent depending on “how good you are.” 

Representing 50 percent of all cyber attacks, phishing continues to play out worldwide, 
combining known electronic fraud tactics and alternate forms of deployment.
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While vishing accounts for less than 1 percent of total  
phishing-type attacks, it remains a very real threat, as  
evidenced by its recent evolution. 

Changing the Formula
While vishing accounts for less than 1 percent of total phishing-type attacks, it 
remains a very real threat, as evidenced by its recent evolution. Vishing scams, 
traditionally believed to originate from an inbound call, are now being deployed 
in reverse. Instead of the fraudster calling out to the victim, through “reverse 
vishing,” the victim calls out to the fraudster.  

POISONING THE WELL
So how does it work? Perpetrators of this scam use the internet to push false 
information to the top of search results. A common way to accomplish this sort of 
“SEO poisoning” is to seed the false information throughout legitimate webpages, 
social media posts, online help forums and media comment sections (think back 
to all of those weird, non-sequitur replies you’ve seen), using keywords known to 
generate search traffic.  

This effort can be combined with other tricks, such as misrepresenting a fraud 
page’s SEO value to search crawlers, buying fake back-links and clicks, or even 
employing a botnet to execute all of these tasks, which are meant to push 
information into the top results. Phishers have used these tactics to insert as 
many malicious links as possible to help execute “watering-hole” malware attacks. 
Instead of linking to a fake or malicious website, in a reverse vishing attack, 
fraudsters link to a fake phone number.

One recent example tracked by RSA involves the publishing of fake customer 
care numbers alongside legitimate physical locations on Google Maps. Customers 
searching for business contact information are instead directed to a phone 
number operated by the fraudster. This scheme has proven to be highly effective, 
as it is very common for consumers to search Google for contact information or 
location. There is little to no suspicion of fraudulent conduct, and the absolute 
trust in search results can cause victims to provide information that they may 
otherwise be hesitant to do. 

Social media is another channel that is frequently used in an attempt to reach 
unassuming victims. In the sample post below, a fraudster uses Facebook to try 
to direct consumers to a fake Amazon Prime customer service number.



RSA QUARTERLY FRAUD REPORT Q3 2018  |  14

We Won’t Call You, You Will Call Us
Fraudsters benefit from this new concept of reverse vishing in a couple 
of ways. First, while not as easy and anonymous to create as a URL, email 
address or even a social media account, phone numbers can be bought, sold 
and transferred easily and discreetly, and especially so if purchased through 
any of the abundant illicit providers in the cybercriminal community.  

Second, using a phone number might be an effort to hamper any rapid 
attribution and takedown efforts. Oversight and takedown requirements, 
authority and processes for phone numbers are different from other 
electronic media in most countries.  

In the U.S., for example, the investigation and takedown of a fraudulent site 
can often be accomplished at the service-provider level (in cooperation with 
law enforcement), but claims investigation and action against phone numbers 
is handled by the Federal Communications Commission, a civilian watchdog 
agency with fewer resources and a much different mandate and pace than its 
private-sector counterparts. 

What to Do?
Again, neither SEO poisoning nor phone fraud are new tactics, but the 
combination and nuance of this particular type of attack is notable if nothing 
else for its variation on a theme, and for its seemingly calculated tactics 
meant to prey on human trust.

So how can consumers protect themselves against this updated scam? 
Vigilance and knowledge are the best bet to prevent becoming a victim. 
Given the tactics discussed, there are a few things to keep in mind:

BE AWARE WHEN SEARCHING FOR IMPORTANT NUMBERS ON THE WEB
The easiest and most secure way to find contact information for your 
bank, phone company or any other service provider is by looking at official 
correspondence from that organization. Statements, bills, invoices, and even 
credit and debit cards all include contact information for customer service. If you 
do search for a number online, be sure to scrutinize the content surrounding the 
numbers that come up. Watch for suspicious signs such as the number combined 
with a message, surrounded by gibberish text, or seemingly unrelated subjects.

DON’T GIVE CERTAIN INFO TO ANYONE
Most of us have been conditioned to keep our personal information safe, such 
as answers to security questions, PINs and passwords, but even slightly effective 
social engineering scams have proven time and time again their ability to pry this 
information out of even savvy consumers. The truth is that, like many companies 
have warned their customers, most organizations will never ask you for this type 
of information over the phone.  

CALL FOR HELP
In the event you run across a scam like this, or find yourself falling victim to one, 
start the ball rolling as soon as possible. If you suspect a scam involving your 
financial information, contact your bank immediately. It is also highly encouraged 
to report any potential scam to the appropriate law enforcement authorities. For 
example, in the U.S., the FBI’s Internet Crime Complaint Center (IC3) provides a 
very easy process for victims to file a complaint right on their home page.  

As always, the key ingredient in any cybersecurity effort is awareness and 
education. First, understand that your identity and personal information is very 
valuable to cybercrooks. Complacency in the face of constant exposure to cyber 
threats like this is akin to simply handing over your cash to the criminals.
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